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1. Introduction
SA3 has requested SAGE to work on 256-bit algorithms for 5G.  As part of this work, we have been considering radio interface encryption and integrity algorithms based on 256-bit versions of AES, SNOW and ZUC.
The algorithm ZUC-256 [1] was made public in 2018.  SAGE has had various exchanges with the design team and with CCSA.  We would like to share our current thinking with SA3.
2. Design approach

The original ZUC algorithm, which is the core building block of 128-EEA3 and 128-EIA3 in LTE and 128-NEA3 and 128-NIA3 in 5G NR, was designed to use a 128-bit key.  For extra clarity, we will refer to this algorithm as ZUC-128.  As with other stream cipher designs, the ZUC-128 design can be understood in two phases:

· an initialisation phase, in which the KEY and IV inputs are used to establish the internal state of a keystream generator machine;

· the keystream production phase, in which the machine then runs without further input to generate as many keystream bits as are required.

The ZUC-256 keystream generator machine, and the keystream production phase, are identical to those of ZUC-128.  Only the initialisation phase is different.  Of course, there are now 256 bits of KEY input instead of 128; also ZUC-256 takes in 184 bits of IV instead of 128 bits as in ZUC-128.
It seems clear that this design approach – take the exact same “machine”, and squeeze in more key (and IV) bits – has been taken to maximise the opportunity to reuse elements of ZUC-128 implementation, particularly in hardware.  Reusing existing hardware clearly has value – indeed, SA3 mentioned this in their liaison S3-194456 to SAGE.

3. Security analysis and confidence in the design

SAGE has not identified any attacks on ZUC-256 that would make it clearly unsuitable for use in 3GPP.  However, there are aspects of the ZUC-256 design that are still not understood by SAGE, despite our conversations with the design team, and which we think will appear strange to analysts and may reduce trust … or worse, arouse suspicion.

A highly desirable principle in cryptographic algorithm design is the “nothing up my sleeve” principle.  If a particular design choice has been made, it should be clear and obvious to analysts why that choice has been made, with no opportunity for hidden properties to have been introduced.  At the moment, the ZUC-256, together with the explanatory documentation that SAGE has received, does not (in our view) satisfy the “nothing up my sleeve” principle.  We have described to the ZUC-256 design team several aspects of the design that appear strange and unintuitive to us, and that we believe may arouse suspicion in other analysts unless it can be clearly explained why those choices were natural ways to achieve desirable security or performance properties.
To be quite clear, SAGE does not believe that any deliberate weaknesses have been introduced by these rather strange design choices.  But, realistically, we must expect that some analysts will be instinctively suspicious of a new ZUC-256 algorithm; we believe it is important to be as transparent as possible in the design and public documentation, to remove grounds for such suspicion.
4. Algorithm performance

We also have concerns about the speed of the integrity algorithm.  The MAC calculation involves a separate operation for each bit of the message, and it is not clear to us that this can be parallelised efficiently.  We are concerned that the speed of the MAC algorithm may be significantly lower than the speed of the encryption algorithm, and fail to meet the performance needs of high speed applications.  The growing desire to apply integrity protection to user plane traffic as well as control plane traffic makes MAC computation speed increasingly important.
5. Regulatory context

In 2009, when Chinese participants in 3GPP asked for new algorithms 128-EEA3 and 128-EIA3 to be added, the main motivation (and the main reason that other 3GPP members agreed to the request) was that Chinese law prevented the use of the other two algorithm sets (128-ExA1 and 128-ExA2) in that country.
In 2020, a new encryption law came into force in China.  We have no lawyers in SAGE, but our understanding of this new law (e.g. http://www.xinhuanet.com/english/2019-10/26/c_138505655.htm) is that it would no longer be a legal requirement to use Chinese-made encryption in commercial systems.  However, CCSA has confirmed to us that they still wish to promote the ZUC algorithm family (including ZUC-256) for 5G.  ZUC-128 is the current recommended national standards, with the expectation that ZUC-256 will also be recommended when standardised, and the new encryption law encourages the use of nationally recommended standards in commercial systems.

6. Algorithm modifications

One way forward that is possible in principle is for the algorithm to be modified in ways that address SAGE’s concerns.  But at least some of these modifications would presumably remove the ability to reuse the same hardware as ZUC-128.

7. Request for guidance

In the context of this work, SAGE is an advisory group; although SAGE will make recommendations to SA3, ultimately it is down to SA3 (and then SA Plenary) to decide which algorithms to include in the specifications.

It should be clear from the above that SAGE does not have a very positive feeling about ZUC-256.  We do not have a definitive reason to warn against its use on security grounds, but neither can we give a clear recommendation that SA3 should adopt it.
What could happen next, if SA3 wishes to continue the assessment of ZUC-256 as a candidate for 5G?

· SAGE could continue its evaluation work.  We have a few ideas for further attempts at cryptanalysis.  But we think it is unlikely that this will change our overall stance: it probably won’t lead to serious attacks, but it won’t make us feel any more positive about the algorithm’s transparency or performance.

· If funding can be found, we can help to identify suitable external expert teams to carry out paid independent evaluations of the algorithm.  These may, perhaps, increase confidence that no realistic and significant attacks can be found; they may also reiterate SAGE’s concern about the naturalness of the design.  (The most positive outcome of an independent evaluation would be “it seems OK for 3GPP to use this algorithm”.  They never say “3GPP should use this algorithm”.)
Taking all the above into account, we would like to ask SA3 what it would like to happen next.
[1] The ZUC-256 Stream Cipher, http://www.is.cas.cn/ztzl2016/zouchongzhi/201801/W020180126529970733243.pdf 



